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DETAILED ACTION 

1 . Claims 1,3-12,14-23, and 25-35 are pending in this application. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

2. Claims 1,12 and 23 are rejected under 35 U.S.C. 102(b) as being anticipated 
by Protected error handling for microprocessor-based systems to Disclosed 
Anonymous (hereinafter referred to as Anonymous pages 1-2). 

3. As to claim 1 , Anonymous teaches a method of validating and dispatching an 
event , comprising: generating a list of valid exception handlers, said list of valid 
exception handlers located in a protected area during program execution (Ram Vector 
Table 3 page 2); receiving an event ("...detects that an exception has occurred..." page 
2); determine an exception handler for the event ( "...invoke an appropriate exception 
handler..." page 2); determining if the exception handler is valid by comparing the 
exception handler to said list of valid exception handlers ("...checks... validity checks..." 
page 2) and determining if the exception handler is unaltered ("...errant writes..." page 
2); otherwise determining that the exception handler is invalid ("If the validity checks 
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fails..." page 2); and executing the exception handler if the exception handler is valid 
("...if so..." page 2). 

4. As to claims 12 and 23, see the rejection of claim 1 above. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

5. Claims 1,12, and 23 are rejected under 35 U.S.C. 102(e) as being anticipated 
by U.S. Pub. No. 2004/0133777 A1 to Kiriansky et al. 

6. As to claim 1 , Kiriansky teaches a method of validating and dispatching an event 
(figures 9/10), comprising: generating a list of valid exception handlers, said list of valid 
exception handlers located in a protected area during program execution ("...unmodified 
page list..." page 3 paragraph 0071, Step 412/430/431 page 8 paragraph 0197); 
receiving an event (page 5 paragraph 0115); determine an exception handler for the 
event (page 5 paragraph 01 16); determining if the exception handler is valid by 
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comparing the exception handler to said list of valid exception handlers ("...considered 
valid instructions... Execute an instruction if it was present when the application or 
library image was originally loaded..." page 3 paragraph 0070-0074, xxx page 4 
paragraphs 0067/0070) and determining if the exception handler is unaltered ("Execute 
an instruction if it was present when the application or library image was originally 
loaded..." page 3 paragraph 0070-0074... and instruction was never modified..." page 3 
paragraph 0072, page 8 paragraph 0190, page 9 paragraph 0210); otherwise 
determining that the exception handler is invalid ("If no matching..." page 4 paragraph 
0090, page 9 paragraph 0210); and executing the exception handler if the exception 
handler is valid ("If a matching..." page 4 paragraph 0090, page 9 paragraph 0211). 

7. As to claims 12, and 23, see rejection of claim 1 above. 

Claim Rejections - 35 USC § 103 

8. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed 
or described as set forth in section 102 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was 
made. 
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9. Claims 1,3,4,7-15,18-23,25,29-31,34 and 35 are rejected under 35 U.S.C. 
103(a) as being unpatentable over U.S. Pub. No. 2004/0064712 A1 to Arthur et al. 
in view of U.S. Pat. No. 7,243,340 B2 to Tobin. 

1 0. As to claim 1 , Arthur teaches a method of validating and dispatching an event 
(figures 3A/3B/4), comprising: generating a list of valid exception handlers, said list of 
valid exception handlers is located in a protected area during program execution 
("...substitute and non-substitute exception handlers..." page 3 paragraph 0047, Step 
105 page 4 paragraph 0053); receiving an event (Step 1 1 1 page 4 paragraph 0055, 
Step 151 page 4 paragraph 0069); determining if the exception handler is valid by 
comparing the exception handler to said list of valid exception handlers (Step 113 page 
4 paragraph 0056, Step 153 page 4 paragraphs 0067/0070) and determining if the 
exception handler is unaltered ("...check whether any component or instructions have 
been tampered with..." page 3 paragraph 0047, page 4 paragraph 0056, page 4 
paragraph 0070); otherwise determining that the exception handler is invalid ("...if so..." 
page 4 paragraph 0067, Step 155 "...not OK..." page 4 paragraphs 0070/0071); and 
executing the exception handler if the exception handler is valid (Step 115 page 4 
paragraph 0057, "...sent to 151 ..." page 4 paragraph 0070). 

Arthur is silent with reference to determining an exception handler for the event. 
Tobin teaches determining an exception handler for the event (Step 713 Col. 9 
Ln.42-45, Step 813 Col. 10 Ln. 8-10). 
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It would have obvious to one of ordinary skill in the art at the time the invention 
was made to modify the system of Arthur with teaching of Tobin because the 
combination would achieve a predictable result of selecting appropriate exception 
handler for a particular exception. 

11. As to claim 3, Tobin teaches to the method of claim 1 , further comprising one of 
receiving the list of valid exception handlers (Col. 9 Ln. 25 - 35). 

12. As to claim 4, Arthur teaches the method of claim 1 , further comprising retrieving 
a list of valid exception handlers from a storage device and comparing the exception 
handler to the list of valid exception handlers in determining if the exception handler is 
valid (Step 1 13 page 4 paragraph 0056, Step 153 page 4 paragraphs 0067/0070). 

1 3. As to claim 7, Tobin teaches the method of claim 1 , further comprising, if the 
exception handler is valid, determining whether the exception handler handles the event 
(Step 713 Col. 9 Ln. 43 - 48, Step 813 Col. 10 Ln. 8 - 10), and if so, executing the 
exception handler, and otherwise, retrieving a second exception handler from 
information on a stack and continuing processing with determining if the second 
exception handler is valid (Step 717 Col. 9 Ln. 45-48, Step 817 Col. 10 Ln. 10- 12). 
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14. As to claim 8, Arthur teaches the method of claim 1 , further comprising 
terminating the method if the handler is invalid ("...terminated..." page 3 paragraph 
0047, Steps 119/155 page 4 paragraphs 0059/0071). 

1 5. As to claim 9, Arthur teaches the method of claim 1 , further comprising 
generating an error message if the handler is invalid (Steps 1 19/153 page 4 paragraphs 
0059/0071). 

16. As to claim 1 0, Tobin teaches the method of claim 1 , further comprising, if the 
exception handler is valid, verifying other data for the event ("...pointer..." Col. 9 Ln. 49 
-59). 

1 7. As to claim 1 1 , Tobin teaches the method of claim 1 0, wherein the other data 
comprises pointer data ("...pointer..." Col. 9 Ln. 49 - 59). 

18. As to claims 12,15,18-22, see the rejection of claims 1,4 and 7-11 respectively. 

19. As to claim 14, see the rejection of claim 3 above. 

20. As to claims 23 and 25, see the rejection of claims 1 and 4 respectively. 



21 . As to claims 29-31 , see the rejection of claims 7-9 respectively. 
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22. As to claims 34 and 35, see the rejection of claims 10 and 1 1 respectively. 

23. Claims 5,16,26,27 and 32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over U.S. Pub. No. 2004/0064712 A1 to Arthur et al. in view of U.S. 
Pat. No. 7,243,340 B2 to Tobin as applied to claims 1,23 or 26 above, and further 
in view of U.S. Pat. No. 5,628,016 to Kukol. 

24. As to claim 5, Tobin and Arthur are silent with reference to teaches the method of 
claim 1, further comprising generating a list of valid exception handlers by compiling 
code into at least one of an object file and an image. 

Kukol teaches the method of claim 1 , further comprising generating a list of valid 
exception handlers by compiling code into at least one of an object file and an image 
(figure 1C Col. 8 Ln. 62 - 67, Col. 9 Ln. 1 - 16). 

It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the system Tobin and Arthur with the teaching of Kukol 
because the teaching of Kukol would improve the system of Tobin and Arthur by 
providing a uniquely efficient, portable and flexible implementation of exception handling 
(Kukol Col. 16 Ln. 15-23). 

25. As to claims 16 and 26, see the rejection of claim 5 above. 
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26. As to claim 27, Arthur teaches the system of claim 26, further comprising a 
storage device that store the list of valid exception handlers ("...storage medium..." 
page 5 claim 1). 

27. As to claim 32, Kukol teaches the system of claim 23, further comprising a linker 
that creates an image based on at least one object file received from at least one of a 
compiler and an assembler, and provides the image to the exception dispatcher system 
(figure 1C Col. 8 Ln. 62 - 67, Col. 9 Ln. 1 - 16). 

28. Claims 6,17 and 28 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over U.S. Pub. No. 2004/0064712 A1 to Arthur et al. in view of U.S. 
Pat. No. 7,243,340 B2 to Tobin as applied to claims 1,12 and 23 above, and further 
in view of U.S. Pub. No. 20020169999 A1 to Bhansali et al. 

29. As to claim 6, Tobin and Arthur are silent with reference to the method of claim 1 , 
further comprising compiling code to produce an executable that is marked with an 
identifier indicating that the executable is safe with respect to a list of valid exception 
handlers. 

Bhansali teaches the method of claim 1 , further comprising compiling code to 
produce an executable that is marked with an identifier indicating that the executable is 
safe with respect to a list of valid exception handlers (figure 14 Handler Designation 
1408 page 12 paragraphs 0163/0164). 
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It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the system of Tobin and Arthur with the teaching of 
Bhansali because the teaching of Bhansali would improve the system of Tobin and 
Arthur by providing a process for identifying an appropriate exception handler for 
handling an exception (Bhansali page 12 paragraph 0163). 

30. As to claims 17 and 28, see the rejection of claim 6 above. 

31. Claim 33 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
3,5,14,16,26,27 and 32 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over U.S. Pub. No. 2004/0064712 A1 to Arthur et al. in view of U.S. Pat. No. 
7,243,340 B2 to Tobin and further in view of U.S. Pat. No. 5,628,016 to Kukol as 
applied to claim 32 above, and further in view of U.S. Pub. No. 20020169999 A1 to 
Bhansali et al. 

32. As to claim 33, Kukol, Tobin and Arthur are silent with reference to the system of 
claim 32, wherein the linker produces an executable that is marked with an identifier 
indicating that the executable is safe with respect to a list of valid exception handlers. 

Bhansali teaches the system of claim 32, wherein the linker produces an 
executable that is marked with an identifier indicating that the executable is safe with 
respect to a list of valid exception handlers (figure 14 Handler Designation 1408 page 
12 paragraphs 0163/0164). 
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It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the system of Kukol, Tobin and Arthur with the teaching 
of Bhansali because the teaching of Bhansali would improve the system of Kukol, Tobin 
and Arthur by providing a process for identifying an appropriate exception handler for 
handling an exception (Bhansali page 12 paragraph 0163). 

Response to Arguments 

Applicant's arguments with respect to claims 1,3-12,14-23 and 25-35 have been 
considered but are moot in view of the new ground(s) of rejection. 

Response to Arguments 

Applicant's arguments filed 12/27/07 have been fully considered but they are not 
persuasive. 

Applicant argues in substance that the Arthur prior teaches away from protecting 
valid exception handler from alteration during program execution. 

After careful review of Applicant's invention as claimed and the Arthur prior art 
the Examiner concludes that the Arthur prior does not teach away from protecting valid 
exception handlers from alteration during program execution. Contrary to Applicant 
assertion the Arthur prior art discloses a general-purpose computer executing tamper- 
resistant software (TRS). To prevent debugging or alteration of the TRS while it is 
executing, exception handlers that could be used by software debuggers or hackers are 
replaced by substitute exception handlers. Instrumented exceptions are occasionally 
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caused by the TRS, and if these exceptions are not correctly handled by the substitute 
exception handlers, execution of the TRS may be terminated. To verify that the 
substitute (and non-substitute) exception handlers have not been tampered with by 
rogue software, the instructions of the exception handlers may be occasionally read 
and checked, and if any instruction has been changed, the TRS may be terminated. 



Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

U.S. Pub. No. 2004/0168078 A1 to Bradley et al.: directed to a process for 
protecting function return address. 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Charles E. Anya whose telephone number is (571) 272- 
3757. The examiner can normally be reached on M-F (8:30-5:00). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William Thomson can be reached on (571) 272-3718. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Charles E Anya 
Examiner 
Art Unit 2194 

cea. 

A/AN H NGUYEN/ 

Primary Examiner, Art Unit 2194 
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